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Abstract
The development of artificial intelligence (AI) has accelerated the digital revolution and has had 
an enormous impact on all aspects of life. Work patterns are starting to change, and cooperation 
between humans and machines, currently humans and various forms of AI, is becoming crucial. 
There are advantages and some threats related to these new forms of human–AI collaboration. 
It is necessary to base this collaboration on ethical principles, ensuring the autonomy of humans 
over technology. This will create trust, which is indispensable for the fruitful use of AI. This 
requires an adequate regulatory framework: one that is future proof, anticipates how AI will 
develop, takes a risk-based approach and implements ex ante assessment as a tool to avoid 
unintended consequences. Furthermore, we need human oversight of the development of AI, 
supported by inter-institutional partnerships. But first we need to create the conditions for the 
development of AI digital literacy.
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Introduction

Human–machine collaboration is one of the key challenges of the digital age. The suc-
cess of this cooperation will bring many advantages for both humans and technology. 
Modern machines that use artificial intelligence (AI) have the ability to be much better 
adjusted to humans’ needs, and consequently to work much more effectively. As a result, 
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models of societal collaboration can be adjusted, leading to greater efficiency and pro-
ductivity in many areas. Viewed from this perspective, the European public discourse on 
the role of AI is inspiring.

The many potential uses of AI systems mean that we can find new areas of collabora-
tion, in which ‘trustworthy AI’ will allow humans to maintain control over the technol-
ogy and build a healthy coexistence. According to the European Commission’s 
High-Level Expert Group on AI, ‘trustworthy AI’ refers to AI that is lawful (based on 
regulations), ethical (follows ethical principles) and robust (does no harm) (European 
Commission 2019). We can build either a coexistence between humans and AI in which 
humans do not have control and do not fully understand the principles of operation, or a 
coexistence based on conditions and principles that create trust.

One analysis of the role of AI in society highlights citizens’ views on the impact of AI 
(Funk et al. 2020). On average 53% of the population view AI as a good thing, while those 
who view it as a negative development constitute 33%. However, there are many differ-
ences in opinions between continents. These views also relate to opinions about the impact 
of robotics on job automation: according to Funk et al. (2020), ‘(a) median of 48% say 
such automation has mostly been a good thing, while 42% say it has been a bad thing’.

These opinions could be a reference point for public discussions about AI develop-
ment and the potential opportunities for a new relationship between humans and 
machines. The aim of these discussions would be to minimise feelings of being at a dis-
advantage that those in a variety of roles may harbour. AI systems can and will affect 
everybody, everywhere, and this should be taken into account when working on the regu-
latory aspects of AI in the EU.

This article argues that human–machine/AI collaboration must be based on ethical 
principles. The expected framework for this is through management by law and, at the 
same time, management by oversight. The latter gives responsibility for the oversight of 
all AI development processes to partners (in a collaborative way), including science, 
business, public institutions and civic organisations, with the aim of encouraging innova-
tion within rules that uphold fundamental and consumer rights. The solutions discussed 
and implemented in the EU can build future competitive advantages for the Union. In the 
subsequent sections, this article will review the key drivers of the discourse on the AI 
ecosystem, and highlight the problem of future-proofing legislation with guarantees of 
equilibrium between human autonomy and technological innovation. In addition, it will 
define AI digital literacy, describe the significance of ex ante impact assessments1 in 
ensuring the ethical behaviour of AI functionalities and offer useful recommendations 
for policymaking in the area of AI development.

The AI ecosystem discourse

It is important to note that work on AI development has been undertaken in a holistic 
manner, taking into account a wide variety of factors, including science and business 
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measures (i.e. creating an ecosystem of excellence) and trust building as an important 
social challenge. To establish an ecosystem of trust is a crucial challenge (European 
Commission 2020a; 2021a; 2021b; 2021c). This ecosystem should be focused on human 
values, rights, societal needs, aspirations and ensuring that AI works effectively for peo-
ple. This theme is clearly presented in the annex to the Communication Fostering a 
European Approach to Artificial Intelligence (European Commission 2021b).

How then, can we make AI systems trustworthy and ensure that AI works with people 
and for people without having negative impacts and causing concern? Certain features 
are essential for fruitful collaboration between AI and humans, especially regarding the 
ethical development of AI.

First, AI is fundamental for the development of certain sectors and for their improved 
efficiency. AI systems have started to change, inter alia, the manufacturing and service 
industries, financial services, the workplace, social care, education, healthcare, security 
systems, management strategies, climate and environmental policies, administrative ser-
vices, migration and asylum policies, agricultural policies and mobility solutions. In all 
these areas, a new model of relationship between humans and robots/AI is starting to be 
established. And the essential factor in this new relationship is trust. This is especially 
important with regard to the changing ways of working (e.g. new collaborative models, 
shift arrangements and job sharing, including between humans and robots/AI) with 
regard to the emotional aspects of work.

Second, it is necessary to understand what kind of regulatory framework will be most 
suitable for developing AI systems. In many areas, the traditional view is focused on a 
static regulatory framework (Evas 2020), which is sufficient to solve some problems of 
harm (e.g. mental, physical or material) potentially caused by humans (e.g. in car acci-
dents, through violence against women and children etc.). Currently, a crucial debate is 
taking place on the responsibility of social media platform providers for the dissemina-
tion of illegal content and disinformation, and the phenomenon of hate speech which 
have arisen on social networks. In this case it is clear that we can use the universal norms 
incorporated into regulatory frameworks to indicate challenges and help people tackle 
problems. This also offers consumers redress mechanisms to allow space for the imple-
mentation of rights and to deliver remedies.

In many scientific and political debates in which the significance of AI as a game 
changer is strongly emphasised, the problem of the possible autonomy of AI is raised. 
This requires a different kind of response from the legislative side. One option, adapta-
tion, would mean the adjustment of existing legal principles in order to apply them to the 
functioning of AI systems, as in the case of the EU’s Machinery Directive (European 
Parliament and Council 2006; Tuominen and Festor 2021). The second option, anticipa-
tion, would mean that existing legal systems and new proposals need to be able to pro-
vide dynamic legal mechanisms to safeguard against new risks (Evas 2020). Future-proof 
solutions are necessary, and the only way to avoid unintended consequences is through 
ex ante impact assessments. There are currently some obligations regarding ex post 
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impact assessments, that is, those that are carried out after the introduction of new solu-
tions (including technological ones)—for instance, in order to understand how new 
devices and functionalities are working, both in terms of being in accord with the legal 
framework and their influence on people. Including in the regulations the obligation to 
conduct ex ante impact assessments would be an innovation, but it would be a more 
effective way of eliminating certain threats.

Third, it is important to find a dynamic model for the regulatory framework for AI due 
to the dynamism of AI’s developing functionalities. The concept of the ‘risk pyramid’ 
presented by the European Commission (2021a) is the best solution. For concretely high-
risk AI systems, it would establish the requirement to fulfil all obligations of the con-
formity assessment before market entry. This would mean that all decisions assessing the 
level of possible threat to humans would use a ‘risk-based approach’, supported by evi-
dence, not by intuition.

One of the key components from the ethical perspective is the model of the ex ante 
impact assessment. It should be based on full respect for human autonomy: dignity and 
agency are unique attributes of human beings, and form the foundation of human rights. 
In this respect, it must be noted that ‘to manage and decide about humans in the way we 
manage and decide about objects or data, even if this is technically conceivable’ would 
be inappropriate (European Group on Ethics in Science and New Technologies 2018, 9). 
A key factor in the development of AI systems is, of course, data-related: the quantity 
that is available as well as the quality of it. The normative assumption ought to be clear: 
humans should not be reduced to the data dimension.

Fourth, it is important to defend human autonomy by establishing that the actions of 
AI systems can only be based on principles which guarantee respect for fundamental and 
consumer rights, and by having a transparent discussion about the anticipation of AI 
systems development and innovation in maintaining values. We need to define all exam-
ples of potential breaches of ethical principles. There are many possible threats to human 
autonomy that could have adverse impacts on a plurality of people, in all kinds of appli-
cations (European Commission 2021a; 2021d)—the use of AI that embodies these threats 
is considered ‘high risk’ and some types of AI are banned in the European Commission’s 
AI regulation proposal. These include, inter alia, the use of autonomous weapons, the 
presence of AI systems in the management of critical infrastructure, the use of AI to 
automate certain decision-making processes (e.g. the allocation of social benefits and 
loans), mass surveillance technologies and the use of AI in law enforcement (Dumbrava 
2021).

A lack of ethical principles could undermine the relationship between humans and AI. 
All the reviewed cases and AI uses clearly show an increased risk to citizens’ fundamen-
tal rights and the potential for the violation of EU values; threats to human dignity and 
the violation of personal autonomy; concerns over a reduction in privacy protection 
despite the existence of the EU’s General Data Protection Regulation; the visible growth 
of discriminatory outcomes led by algorithms; and the operation of ‘black box’ models 
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which do not use explainable mechanisms. These examples show the unbalanced rela-
tionship between humans and AI.

Fortunately, the European Commission’s proposal on AI regulation, which would 
establish the risk pyramid concept and conformity assessment procedures, aims to mini-
mise some risks and limit some dangerous solutions. The minimal transparency obliga-
tions for non-high-risk AI systems presented in the proposal is very valuable. The 
proposal offers a proper response to the need for an equilibrium between the threats and 
advantages of AI, based on transparent rules and common principles, and translated into 
technical and business models for the functioning of AI.

AI digital literacy and awareness

The above-mentioned ‘equilibrium’ also means creating sustainability for both sides: 
human and machine/AI. The human side relates to reality and potentiality. Humans have 
many fears about the unknown world of technology and AI. What is unknown is uncer-
tain, and this uncertainty leads to insecurity. How can we change these negative 
feelings?

The answer became clear during consultations in 2020 (European Commission 
2020c): 90% of respondents indicated that improving skills would be the most important 
action to prepare people to use AI in a better way (the adoption of a training programme 
was crucial for 86% of respondents). Stakeholders, especially business actors, also raised 
the issue of AI digital literacy (Digital Europe 2020), which should be integrated in a 
comprehensive way into all educational formats (building the potential for 
adaptability).

In addition, when raising awareness of AI, it is important to know as much as possible 
about the impact of AI on human psychology and behaviour. In some professions there 
is the possibility of challenging problems, such as emotional attachments to robots, the 
loss of the ability to think for yourself and to be introspective, the danger of deception 
and manipulation, the risk of becoming psychologically dependent on robots, and the 
unpredictability of forming human–robot/AI relationships, which could lead to violent 
behaviour under the informal, ‘intimate’ pressure of the AI device, especially in human-
oid form. Yet, there are also opportunities: interactions between humans and AI can 
change human-to-human interaction models and improve the collaborative competences 
of humans in relation to other humans through the supportive oversight of AI. Knowledge 
of these problems and advantages, coming from understanding the new opportunities of 
AI systems development, should form part of AI digital literacy.

Ex ante impact assessments

In establishing trustworthy human–machine collaboration, we have to emphasise the 
importance of ‘soft’ instruments. These will be crucial not only for the better adaptability 
of humans to the increasing presence of machines, but also for the machine/AI side as a 
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way to adjust to users’ needs and expectations. This means that the architects, developers 
and deployers of AI solutions need to integrate new technologies into their work to guar-
antee an acceptable standard of operation that is in line with ethical principles.

A significant component of avoiding breaches of fundamental rights and discrimina-
tory solutions is linked to the quality of the datasets which are generated using the power 
of AI. Using faulty or badly compiled data for algorithmic work can create a significant 
risk of discrimination, whether intended or unintended. The data training volumes held 
by developers can include unintended social bias, which is then reproduced and auto-
matically reinforced by AI systems. On the one hand, the response to this should focus 
on applying proper standards to the data selection used for AI training. On the other, 
there is a need to establish European guidelines for data usage, which is likely to be the 
subject of the Data Governance Act (European Commission 2020b) and the Data Act 
expected in late 2021. How users can be given some tools to control their own data is an 
additional factor for consideration.

Checking the quality of the datasets used for AI training is fundamental to ensuring its 
appropriateness: the reference data of all high-risk AI systems must be checked for con-
formity with fundamental rights, privacy protection and ethical values. The obligation to 
do this should be placed on both the providers (to ensure compliance with AI require-
ments, registration, quality and risk management, post-market monitoring and reporting 
to competent authorities) and the users (human oversight, documentation, completion of 
a Data Protection Impact Assessment) of high-risk AI systems (European Commission 
2021d, 53–4).

During consultations on the European Commission’s 2020 AI White Paper, it was 
agreed to focus on self-assessed ex ante analysis and conformity assessments carried out 
by the developer. To ensure the trustworthiness of AI, various impact assessment models 
were discussed. One of the key proposals is the introduction of a Human Rights Impact 
Assessment, which should be carried out and documented (Panoptykon Foundation 
2020, 4) for all AI systems as a mandatory solution, as proposed by many civil society 
and consumer organisations. This assessment regime should introduce a mandatory dis-
closure scheme, describe the role and tasks for external reviewers (an external report 
should be required), and increase real engagement from those affected (communities, 
individuals and civil society groups).

This model of compliance would be very resource-heavy, both for companies and 
public authorities. Additional proposals were also brought to the table. In cooperation 
with the European Parliament, several scientists (Van Wyngsberghe, 2020) presented on 
the need for the implementation of an ethical Technology Assessment and the concept of 
Data Hygiene Certification.

The requirement for ex ante procedures in the European Commission’s proposal are 
paramount to the whole process of the conformity assessment. The more companies and 
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people become involved in ex ante measures, the more trust will become the fundament 
of human–AI collaboration.

Conclusion

It should be clear that to ensure future human–AI collaboration and to make solutions 
much more visible and oriented towards building trust, we have to find the best instru-
ments for AI management. Some of these should come from the formulation of manage-
ment by law. However, some should be created as a new tool, that is, management by 
oversight, constructed and used practically and institutionally by all partners (Boni 
2021). In addition is also important to check and support the credibility of the institutions 
responsible for the evaluation of conformity assessments, registration systems and ex 
post market surveillance, especially at the national levels—wherein will lie the enforce-
ment and supervision of the new rules.

However, the overall objective is to achieve transparent conditions for the human 
oversight of AI mechanisms and functionalities as the key to future fruitful collaboration 
between humans and machines, and also human–machine/AI teaming. Such conditions 
need to be adaptable to new challenges and kept as a constant foundation for the benefit 
of the humans who will play many roles vis-à-vis AI systems opportunities. These 
humans will include doctors, who will work in cooperation with AI on personalised diag-
nosis and therapies; officers in public institutions developing automated decision-mak-
ing processes for public services (including in terms of the scoring of people, with the 
risk of discriminatory actions); and city managers, who will use AI systems to make 
security solutions much more effective in many areas without breaching residents’ rights.

In this sense, some policies are needed at the EU level. They should ensure that frag-
mented solutions (separate national models) are avoided; create a holistic view of AI 
development (supplemented by data governance); and build future-proof regulations to 
make European AI growth a reference point (in terms of norms and standards) in trans-
atlantic cooperation. To achieve the best oversight, EU policies should bring together the 
efforts of all stakeholders (from business, science, civil society and European institu-
tions). At the same time action is needed to build the educational capacity of the work-
force and improve AI digital literacy in all societies, and financial investment (both 
public and private) is needed to develop AI functionalities. Moreover, promotion of AI 
will be indispensable during the process of implementing the new regulations, especially 
to convince small and medium-sized enterprises to use all the possibilities AI offers. 
Finally, political will is going to be needed to bring all debates to an effective conclusion 
and begin implementation of the new rules. Implementation should be monitored since it 
will open up opportunities for further current uses and reveal future challenges.

Note

1. In the EU context, ex ante impact assessment refers to ‘an attempt to provide, in advance of 
legislating, a coherent analysis of the reasoning that lies behind, and the foreseeable effects 
of, any proposed measure or policy initiative’ (Dunne and Eisele 2020).
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